Internal Controls for Payroll

Internal controls for payroll are critical to ensuring that school districts process employee compensation
accurately, securely, and in compliance with financial regulations. Effective payroll controls help
prevent fraud, errors, and unauthorized payments. Below are key internal controls specific to payroll
that school districts should implement:

Segregation of Duties

o Objective: To prevent any single individual from having complete control over payroll
processing.
o Implementation:
= Oneindividual prepares payroll (e.qg., payroll clerk).
= Adifferentindividual reviews and approves payroll(e.qg., finance officer or HR
director).
= Aseparate person reconciles payroll reports with bank statements.
o Example: The payroll clerk processes employee salaries, the HR director approves the
payroll, and the finance officer reconciles payroll expenditures with financial records.

Employee Verification and Authorization

o Objective: To ensure only legitimate employees are paid and at the correct rate.
o Implementation:
= Aformal hiring and approval process should be required before adding an employee
to the payroll system.
= Changes to salaries, bonuses, or deductions must be authorized in writing by an
administrator.
o Example: Before an employee is added to payroll, HR verifies employment documents, and
the superintendent signs off on salary details.

Timekeeping and Attendance Controls

o Objective: To ensure employees are paid accurately based on their actual hours worked.
Implementation:
= Employees should record work hours using a reliable timekeeping system.
= Supervisors should review and approve timesheets before payroll is processed.
o Example: Teachers and staff clock in using a digital timekeeping system, and supervisors
review reports before submitting them for payroll processing.

Payroll Approval Process

o Objective: To confirm that payrollis accurate before payments are made.
Implementation:
= Payroll should be reviewed and approved by an administrator before processing.
= Payroll summaries should be compared against budgeted payroll expenses.
o Example: The finance officer reviews the payroll summary, ensures that salaries align with
contracts, and approves disbursement.
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Direct Deposit and Secure Payment Methods

o Objective: To reduce the risk of fraud and unauthorized payroll transactions.
Implementation:
= Payroll should be distributed through direct deposit whenever possible.
= Paper checks should be issued only under strict controls and with proper
documentation.
o Example: Employees receive salaries through direct deposit, and only a limited number of
authorized personnel have access to payroll banking details.

Payroll Reconciliation and Audits

o Objective: To identify discrepancies or fraudulent payroll activities.
Implementation:
= Payroll records should be reconciled with bank statements and financial reports
reqgularly.
= Periodic internal and external audits should be conducted.
o Example: The finance department compares payroll reports with bank transactions
monthly and conducts an annual payroll audit.

Protection of Employee Data

o Objective: To safeguard sensitive payroll and personal information.
o Implementation:
= Payroll data should be stored securely and accessed only by authorized personnel.
= Cybersecurity measures should be in place to protect against unauthorized access.
o Example: Payroll records are stored in an encrypted payroll system, and only HR and
finance staff have login credentials.

Prevention of Ghost Employees

o Objective: To prevent payroll fraud by ensuring all employees are legitimate.
Implementation:
= Reqularly review and verify the employee list against department records.
= Require periodic physical verification of employees, especially in large districts.
o Example: The HR department cross-checks payroll lists with active employee records to
remove any outdated or fraudulent entries.

Handling Payroll Adjustments and Corrections

o Objective: To ensure that payroll adjustments(e.g., overtime, deductions) are legitimate
and properly documented.
o Implementation:
= Adjustments must be supported by documentation and approved before
processing.
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= Employees should receive clear payroll statements detailing deductions and
adjustments.
o Example: An employee’s overtime request is documented, approved by a supervisor, and
reflected in their payroll statement.

Regular Reviews and Training

o Objective: To ensure staff understand payroll policies and identify potential risks.
« Implementation:
o Train payroll staff on fraud detection, payroll policies, and system updates.
o Regqularly review payroll procedures to identify areas for improvement.
o Example: The district conducts an annual training for payroll and HR personnel on best practices
and fraud prevention.

Example Scenario of Payroll Internal Controls:

e Scenario: A school district processes payroll for its employees.
e Control Steps:
o HRverifies new employee records before payroll entry.
o Employeeslogtheir hoursin atimekeeping system, and supervisors approve timesheets.
o The payroll clerk processes payments, which are reviewed and approved by the finance
officer.
o Direct depositis used for salary payments, and the finance manager reconciles payroll
reports with bank transactions.
o Aperiodicinternal audit ensures compliance with payroll policies.

By implementing these internal controls, lllinois school districts can safequard payroll processing,
prevent errors and fraud, and ensure compliance with financial regulations.
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